Multi-Factor Authentication (MFA) in ADEP

When you connect the first time after MFA was enforced on your account, you will be prompted to
activate it on your personal device. Please follow the procedure on your screen:

Multi-Factor Authentication (MFA)

A system policy enforces multi-factor authentication (MFA) for this user account.

Scan the Quick Response(QR) Code with your phene and one of the MFA authenticator. You can use
one of the popular applications like Microsoft Authenticator or Google Authenticator for example.

Once you scanned it, a code will be presented to you. Copy that value and enter it in the field below
labeled MFA Code then click on Confirm.

Alternatively, you can copy the secret with the copy button at the end of the line and paste itin a
password manager that supports Authenticator Key (TOTP) configuration.

Secret of the QR code
o

MFA Code

Enter the value presented in the MFA authenticator application

-] Confirm
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Figure 1 MFA prompt
Multi-Factor Authentication (MFA) X

Multi-Factor Authentication (MFA) enabled. If you want to replace this configuration with a new one, click on
Replace.

« The MFA configuration was created a day ago (10/23/2024, 10:13:25 AM)
» [twas last used a few seconds ago (10/24/2024, 5:07:02 PM)

You will now be required to use MFA and will not be able to revoke it.



Using MFA without a mobile device

It is possible to configure MFA without using a mobile device. An example of this type of
application is BitWarden (htips://bitwarden.com/) or KeePassXC (https://keepassxc.org/).

These are password managers that can also display a TOTP (Time based One Time Password)
code to the user.

The process is similar to using a mobile device, but rather than scanning a QR code, you need
to enter the TOTP secret and insert it in the Authentication Key field.

When the S-Filer Portal authentication page is displayed, copy the secret that is shown under
the label QR Code Secret.

Secret of the QR code

Bitwarden

1. Open the BitWarden application and click the + New button in the top right corner of the
screen.

2. Choose the Login option.

3. Enter the various information requested by the application and copy the TOTP secret into
the Authentication Key field.

4. Click the Save button.
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https://bitwarden.com/

~— Authenticator key
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Once the TOTP secret is inserted in BitWarden, rather than displaying the secret value on screen,
it's the TOTP code that is presented to the user. You simply need to enter this code in the MFA
Code field on the S-Filer Portal authentication page.

KeePassXC

Please follow https://keepassxc.org/docs/KeePassXC GettingStarted documentation
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